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A Quick Flashback W. Capra

® Exactly One Year Ago Today, Heartland Payment Systems
Publically Revealed the Largest Payment Card Breach in

History
® SEC Filings Last Week Showed that HPS Has Agreed to Pay
Visa Issuers $59.2 Million to Reimburse Them for Their

Associated Cost and Losses
¢c20FLf 2F 9 pbcp aAftAazy ! NSRS
Agreements with MasterCard or Discover Issuers *
® Payment Security in General (and PCl in Specific) Is Still Just as
Difficult and as Top of Mind as It Was a Year Ago, and Will
| 2y 0AYydzS (G2 .S F2NJ 6KS C2NB

1 Storefront Backtalk, 14 January 2010
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Introduction W. Capra
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Marketers Need to Be Working on Today
CKAA t NBasSyiualadAzy Aa bz2d |
Michael Davis Provided a Great Overview on 14 November
2009 at the SIGMA Annual Conference
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Caveats & Disclaimers W. Capra

® PClis a Rapidly Evolving Area of IT with Many
Possible Interpretations and a Significant Amount of
Information Not Publicly Available

® Although Containing Information About Various
Brands, Not Speaking Officially on Behalf of Them
e¢C2RIFI2Qa 22NJ akKz2Ll] Aa F2NJ
Purposes Only and May Contain Information Not
| LILX AOF o6t S (2 | 2dzNJ / 2 YLJ
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Clarifying the Difference Between W. Capra
PCI DSS, PCI PA-DSS, and TDES

PCIl DSE the Applicable PCI Standard for Companies Operating an Overall
Payment System (i.e., Merchants and Service Providers)

It is a Systemic Standard that Incorporates All of the Components in an Overall Payment
Systems

¢t2 0S Gh@SNYftté [ 2YLIXAFIY(d O6APSHOE t/ L 5({
Components in the Overall Payment System to be (and Be Operated in a Manner That

is) Compliant

PCl PADSSs the Applicable PCI Standard for Individual Payment Applications that

a Company Uses to Operate an Overall Payment System

Payment Applications Typically Include
POS Systems
Payment Terminals
Payment Switches or Payment Servers
Site Controllers

Triple Data Encryption StandandDES) is the Applicable Security Standard (Albeit

Not Technically a PCI Standard) for Encrypting PIN Numbers on PIN Debit
Transactions Between the Point of Entry and the Card Issuer
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PCI DSS: What It Means for W, Capra
Your Business -

e 2dzNJ {AGS&a O0!'YR !'fft GKS [/ 2YLRYySydGa Ay
DSS Compliant Today

Requirement of the Five Card Brands, Which Contractually Pass That Responsibility to Acquirers

(and, for Some of Us, Their Brands) Who Then Contractually Pass That Responsibility to Individual
Merchants

2 dz

5

PCI DSS Compliance Has Been a Requirement of Everyone in the Payment Processing Chain Since the
Moment It Was Promulgated

t SNKI LA {FAR .Sad .@& !ILYSNAROLY 9ELINBaay _ a{AyO0S Lia
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Source: https://www209.americanexpress.com/merchant/singlevoice/dsw/FrontServlet?request_type=dsw&pg_nm=faq
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Source: http://usa.visa.com/download/merchants/cisp_overview.pdf
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SystemsT Much More Difficult is That You Need to Operate¢ K2 4S [/ 2YLIR Yy Sy U a
[ 2YLIX AL yad al yySNE

® Whole Workshops Are Held on The Implications of This; Need to Be Aware that Just Buying
0KS wAIKG /2YLRYSylua 5254 bz2i al 1S ,2dz t/
PCl Compliant Manner

[ J

Action Item: Talk to Your IT Staff and All of Your Component Vendors to Understand How
You Need to Operate Those Components to Do So in a PCl Compliant Manner

Read the PCI DSS 1.2 Cover to Cover; Folks Are Often Surprised to See Some of the Things That Are
Required
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PCI PA-DSS: What It Means for Your

. W. Capra
Business
® All* of Your Payment Applications Must Be PCI PA-DSS Compliant by 1 July
2010

This is a Visa Mandate (Phase V of 23 October 2007 Mandate); No Other
Brand Is Currently Requiring This

* = Custom-Developed Payment Applications Are Not Required to be PCI PA-DSS
Compliant by Visat But You Still Need to Be Overall PCI DSS Compliant (Which

Would Be Difficult/Impossible If Your Payment Applications Are Not PCI PA-DSS
Compliant)

e Action Item: Talk to Your POS, Payment Terminal, Site Controller, and
Other Payment Application Vendors (And, If Applicable, Your Brands) to
Find Out If You Are Running PCI PA-DSS Compliant Versions of Their
Products and, If Not, Determine When Will They Be Available

N.B.: There Are Several POSes for Various MOCs That Are Not Yet Available in
a PCI PA-DSS Version. Given that There is Less Than Six Months until the Visa
Deadline, This Could Be a Significant Risk for Many in Our Industry

Expect Installation and Other Resources to Be Very Constrained This YearT Engage
Early and Get Commitments to Ensure You Can Meet the Deadlines!
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What Should | Do If | Won't Be W. Capra
PCI PA-DSS Compliant on 1 July 2010?

4

e + A al QabSStDdadline ts Holding at 1 July 2010 and Has Shown No
Signs of Being Changed

® If You Will Not Be Compliant By This Date, May Want to Consider Using
G6KS Gt NA2NAGAT SR ! LILINRPI OK F2NJ t /L

e ¢KS t NA 2 NA (ProvideRguiddriteshBt witDHelp ierchants
identify how to reduce risk to card holder data as early on as possible in
their compliance journep ¢

e Not a Substitute for Being Compliajut Does Provide a Roadmap to
Help Guide Which Activities Should Be Undertaken First

® MoreInformation Can Be Found at
https://www.pcisecuritystandards.org/education/prioritized.shtml

® Note That Your Brands or Acquirers May Have a Different View of What
You Should Do If You Are Not PCI PA-DSS-Compliant on 1 July 2010

Action Iltem: Begin the Dialog Early with Them and Be Prepared to Explain
When/How You Will Become PCI PA-DSS Compliant
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TDES: What It Means for W, Capra

Your Business

® All POS PIN Entry Devices (PEDs) Must Be Running DUKPT TDES by 1 July
2010 to Accept PIN Debit Transactions

POS PEDs Are Further Subdivided into Two Groups

Attended: Used in Presence of Store Employees, Almost Always Located Inside StoreT
not Forecourt

Most Common Examples: Indoor PINPad, Indoor Payment Terminal
Unattended: Used in Locations and Situations Where an Employee is Not Present

Most Common Examples: Kiosk (Vending Machines) Accepting Debit as Form of Payment,
Automated Fuel Dispensers (AFDs, Which is Term Used by Payment Brands and PCI SSC)

This is a Visa Mandate; No Other Brand Has Required This

e Action Item: Talk to Your PINPad, Payment Terminal, and AFD Vendors (And,
If Applicable, Your Brands or Acquirers) to Determine If Your POS PEDs Are

Running DUKPT TDES Today and, If Not, Determine When Will They Be
Available

If Considering 39 Party Solutions for Your AFDs, Ensure that Any Changes Made

to Your Dispensers Will Meet All Necessary Non-Payment Related Standards &
Regulatory Compliance (Such as U/L and Weights & Measures)

Also Clarify & Consider Implications of Any Changes to Your Warrantee & Maintenance
Agreements

1 {42 9yadaNB ¢KFId 0KS 5S@OAO0OS Aa b2i
TDES Key
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Update on Visa's TDES Mandate W C
Announcements

° ¢CKSNBE I1+a .SSy adzOK /2y TdzaAizy AY (KS LyYyRdz
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The Deadline for Being TDES Compliant Has Not Changefbr Attended POS PEDs (i.e., PINPads) or
Unattended POS PEDs (i.e., AFDs)
2 KFG & [/ KFY3aASR o0{2YSsgKI 0 A& xAalQa {GIyOS

2010
® Visa Announced That Acquirers/Merchants Can Be Fined if Not Using TDES at Attended POS
PEDs on 1 July 2010
In Addition, If a PIN Breach Occurs at an Attended PED after 1 July 2010 at a Site No
I Olj dzA NB Nk a S NOK | yi CI O0OSa daLYyONBI AaSR
This Did Not Change at All
® Visa Announced That Acquirers/Merchants Will Not Be Fined at This Tini&Not Using TDES
at Unattended POS PEDs on 1 July 2010 as Long As They Are Using DUKPT Single Data
Encryption Standard (SDES) Encryption

However, If a PIN Breach Occurs at an Unattended PED after 1 July 2010 at a Site Not Using TDES, .
GKS 1 OljdzZA NENXk aSNOKIFyd {GAaAftf cCl OSa GLYONB| asSR

Visa Announced that Fines Would Commence at Some Point, But that Date is Still To Be Determined
e LY wSalLl2yaS uz2 ¢KAAa AaLYONBFIaSR [AFoOAfAUEE
Acquirers and Brands Are Mandating Compliance at Both Attended POS PEDs and
Unattended POS PEDs Regardless of Whether Visa Would Be Issuing Fines
e Action Item: Discuss Frankly with your Acquirer/Brand Their TDES Expectations and What
They Plan on Doing If Sites Are Not TDES Compliant by 1 July 2010

Not Using TDES, the
[ ALOoAfT AGE
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Compliant at My AFDs on 1 July 20107

® Two Options

Continue to Accept PIN Debit, Albeit with Increased
Liability in the Case of a Breach

Some Brands Will Not Allow This, Either for Liability or Business
Risk Reason

Typically Where PIN Debit Plays a Significant Role as a Form of
Payment or Ties Into Existing Card Marketing Programs

Action: Talk To Your Brand and See If Continuing to Accept PIN
Debit without TDES is Even an Option

Turn Off PIN Debit and Accept (Most) Debit Cards using
CKSANI a{ Ayl GdzNBE 5SoAl¢ |/
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PIN Debit: Voice of the Consumer  W. Capra

CONSULTING GROUP

. - Why Consumers Prefer PIN Debit
® 54% of Consumers Prefer PIN Debit Nosignature,

5%

® |ssuers are Incentivizing for Signature i
Debit and Penalizing PIN Use

® Most Debit Cards Are Signature Debit 1
Capable (But This Varies by Region)

® Be Careful Betting Against Consumer
Preference

Source: First Data Corporation 2008

15%

Why Consumers Prefer Signature Debit

’ Projected Change in Payments
10%

5% Other,31%

0%

Signature PIN . !re!l Gift aid
-5%
Faster,5%

-10% Rewards, 6%

Convenience,
11%
-15% ’
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PIN Debit: Where Are Costs Going? W. Capra

$S0.90

Offline Debit PIMN Debit Offline/PIN Delta

Credit

50.80 / 3% CAGR

$0.70 ///' x\
»0.60 g \// 1% CAGR

S0.50
$0.40 //
$0.30 7/ 15% CAGR—

S0.20 r 4
8% CAGR

$0.10 —_—
PIN Debit and Offline (Signature) Debit Prices Will Converge by 2011

Cost per $50 Transaction - Small Retailer

S0.00
1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007

Source: Federal Reserve Bank of Kansas City
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Wh?t Tough Questions Should | Be W, Capra
Asking My Vendors?

Payment Application Vendor

Is My MOC-Specific Version of POS PCI PA-DSS Validated?

Has The Method of Remote Access Used to Support POS Systems Been PCl
DSS Validated?

Does Each Instance of My POS Have Unique User IDs and Passwords for
Remote Support? If So, How are IDs Added, Managed, and Removed?

52548 a@ th{ [23 9L0K YR 9@SNE {eal
! RYAYAAQUNF U2NE ! O0OSaa 5dzZNAy 3 LY TNX
How Can | Review the Log Files from My POS?

How Does My POS Support a Segmented Site LAN Architecture?

Network Provider

How Are Unique User IDs and Passwords Managed on Each Network Endpoint
(e.g., DSL Router, VSAT CPE, etc.)?

Does My POS Log Each and Every System Access to On-Site Network
Components?

Who is Reviewing Logs from On-Site Network Equipment (Such as Firewalls
and IDPs)?
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Legislative Updates from the Field ~ W.Capra

® Nevada State Law Took Effect 1 January 2010 Specifically
Requiring PCI DSS Compliance of All Nevada Merchants

| 2 SOSNE ! f a2 LyOfdzRSa | a{l FS
® Other States Are Considering Similar Legislation, Which Could
[ SIR 02 | atl GOKg2Nyje 2F [}

State Marketers
In November 2009, in a Policy Shift the Federal Reserve Signaled that
Data Security for Electronic Payments is Within Their Scope
e Action Item: Be on the Lookout for Additional State and
Federal Legislation, and Let Your Elected Officials Know the
Impacts on Your Business That Such Legislation Could Have

Copyright 2010 W. Capra Consulting Group, Inc. All Rights Reserved. 15



Update on MOC PCI Programs,

W, Capra

ents, and Software Availability

Requirer

® Please Contact the Presenter for a Copy of the
Presentation with This Information

Unofficial; Contact Your Brand Representatives for More Information
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PClI Experiences and Best Practices at W. Capra

Pester Marketing

Karl Moran
IT Manager, Pester Marketing
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Non PCI Compliant Ruby/Back-Office LAN W. Capra

BackOffice

Serial Port Gemcom

COM5

CONSULTING GROUP

LAN1

25 PIN BLK Adapter Coaxial Cable

COM2
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Required Store PCl Upgrades W. Capra

® POS
VeriFone Sapphire platform
Pin Pad upgrades
Viper Payment platform
PCl software upgrades
® Store Network
Hughes Network
Fort iGATE Firewall Device
Implement Strong Access controls
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PCI Compliant ¢ SAPPHIRE/VIPER Capra

CONSULTING GROUP
]

RJ45

Coaxiable Cabl

FortiGATE HN7700

COM1

BackOffice

25 PIN BLK Adapter

GEMLAN
Block

Serial Port Gemcom

COM2

COM5

Ethernet Sapphire

COM3

Ethernet

HPV Ethernet

-_ Sy COM3
HP\20 :

Terminal 2
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Required Corporate PCl upgrades ~ W. Capra

® Corporate Network
VPN/Firewall Cisco upgrades
Maintain an Information Security Policy

Implement strong access control measures
Daily monitoring of networks
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Total Cost of PCI W. Capra

® POS ¢ Sapphire Upgrades: $250,000
® Pin Pad upgrades: $21,000

® Hughes Network: $120,000 (1 year. Installation and
service fees)

® Software upgrades to PCl software: $24,000

® Fort iGATE upgrades: $56,000 (1 year. Installation
and service fees)

® VeriFone Viper upgrade: $50,000 (estimated)
® Corporate Network upgrades $10,000
® Dispenser & Debit Upgrades $460,000
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Final Thoughts: A Battle is Upon Us ~ W. Capra

°* 9SNE2YS AY tSUOUNR 2Fa&a /I daAaAK
Modern Battle for Payment SecurityTt the Result of Which
Was PCI DSS
[ A1SYy 02 | dfndaNdEMiPe BeSo INdustey W& | €
a/ I LJUdzNBSRe YR Aa bz2g .S)\)/EI | St

® My Contention: The Next Battle for Payment Security is
Getting Underway Now
® Asan Industry, Do We Want to:

Engage in the Good Fight and Help to Influence the Outcome for
O@PSNE2YSQa . SYSTAGZT 2NJ

Be Taken Prisoner Yet Again At Some Point in the Not-Too-Distant
Future?
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Final Thoughts: Becoming Involved ~W. Capra

ONSULTINC

® NACS, PCATS, and SIGMA Are Long-Established Entities that Are Providing PCl Leadership and
Influence on Behalf of the Petro Industry
In October 2009 PCATS Launched a Data Security Working Group
ASC X9 and the Merchant Advisory Group (MAG) are Already Advancing the Development of New
{SOdzNJ\ue {O0FYRENRE ¢KNRdAdzZAK GKS a{SyardarogsS |/
{eadsSYe¢ LYyAOGAlI G0AODS
The Secure POS Vendor Alliance (SPVA) Was Launched in Spring 2009 with an End to End Encryption
Working Group
® Key is to Actively Collaborate, Align Our Efforts, and Thereby Maximize Our Collective Power
If We Align All of Our Organizations, Our Efforts Will Be MagnifiedT Since Many of Our
Requirements and Constraints Are Very Similar
We Can Do Thist Look at the Collaboration that Has Come about with Consumer Petitions Against
Swipe Fees
® If We Do Not Shape Our Future, Something/Someone Else Willt and If PCI DSS Has Been Any
L)/R)\OIU 2y Z 2S t NROol of & 22)/Qu [)\IS L §
® What You Can Do Tomorrow to Help
Identify a Resourcevithin Your Organization to Lead Participation in Industry-Wide PCI Activities

Engage with NACS, PCATS. PCI SSC. or Another Organizatkamg on Industry-Wide PCI
Activities to Ensure Your Needs are Represented and Contribute to Their Work

Discuss Industrnyide PCI Activitiewvith Your Brands, Acquirers, and POS/PINPad/Dispenser
Vendors and Understand Their Strategies & Plans
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Questions W. Capra

Jim Huguelet

Payment Architect

The W. Capra Consulting Group
jhuguelet@wcapra.com
847.867.8706

WWW.wcapra.com
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