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A Quick Flashback

 Exactly One Year Ago Today, Heartland Payment Systems 
Publically Revealed the Largest Payment Card Breach in 
History

 SEC Filings Last Week Showed that HPS Has Agreed to Pay 
Visa Issuers $59.2 Million to Reimburse Them for Their 
Associated Cost and Losses
‣¢ƻǘŀƭ ƻŦ Ϥ Ϸср aƛƭƭƛƻƴ !ƭǊŜŀŘȅ tŀƛŘ hǳǘΣ !ƴŘ It{ IŀǎƴΩǘ ¸Ŝǘ wŜŀŎƘŜŘ 

Agreements with MasterCard or Discover Issuers 1

 Payment Security in General (and PCI in Specific) Is Still Just as 
Difficult and as Top of Mind as It Was a Year Ago, and Will 
/ƻƴǘƛƴǳŜ ǘƻ .Ŝ ŦƻǊ ǘƘŜ CƻǊŜǎŜŜŀōƭŜ CǳǘǳǊŜΦ  !ǎ {ǳŎƘΧ

1 Storefront Backtalk, 14 January 2010
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Introduction

 Χ¢ƻŘŀȅΩǎ {Ŝǎǎƛƻƴ ²ƛƭƭ tǊƻǾƛŘŜ {ƻƳŜ ά¦ǇŘŀǘŜǎ ŦǊƻƳ 
ǘƘŜ CƛŜƭŘέ ƻƴ ²ƘŀǘΩǎ IŀǇǇŜƴƛƴƎ bƻǿ ŀƴŘ ²Ƙŀǘ 
Marketers Need to Be Working on Today

‣¢Ƙƛǎ tǊŜǎŜƴǘŀǘƛƻƴ ƛǎ bƻǘ ŀ άt/L млмέ /ƭŀǎǎ

‣Michael Davis Provided a Great Overview on 14 November 
2009 at the SIGMA Annual Conference
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Caveats & Disclaimers

 PCI is a Rapidly Evolving Area of IT with Many 
Possible Interpretations and a Significant Amount of 
Information Not Publicly Available

 Although Containing Information About Various 
Brands, Not Speaking Officially on Behalf of Them

 ¢ƻŘŀȅΩǎ ²ƻǊƪǎƘƻǇ ƛǎ ŦƻǊ DŜƴŜǊŀƭ LƴŦƻǊƳŀǘƛƻƴŀƭ 
Purposes Only and May Contain Information Not 
!ǇǇƭƛŎŀōƭŜ ǘƻ ¸ƻǳǊ /ƻƳǇŀƴȅΩǎ {ƛǘǳŀǘƛƻƴ
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Clarifying the Difference Between 
PCI DSS, PCI PA-DSS, and TDES

 PCI DSSis the Applicable PCI Standard for Companies Operating an Overall 
Payment System (i.e., Merchants and Service Providers)

‣ It is a Systemic Standard that Incorporates All of the Components in an Overall Payment 
Systems

‣ ¢ƻ ōŜ άhǾŜǊŀƭƭέ /ƻƳǇƭƛŀƴǘ όƛΦŜΦΣ t/L 5{{ /ƻƳǇƭƛŀƴǘύ wŜǉǳƛǊŜǎ !ƭƭ ƻŦ ǘƘŜ LƴŘƛǾƛŘǳŀƭ 
Components in the Overall Payment System to be (and Be Operated in a Manner That 
is) Compliant 

 PCI PA-DSSis the Applicable PCI Standard for Individual Payment Applications that 
a Company Uses to Operate an Overall Payment System

‣ Payment Applications Typically Include
‣ POS Systems
‣ Payment Terminals
‣ Payment Switches or Payment Servers
‣ Site Controllers

 Triple Data Encryption Standard(TDES) is the Applicable Security Standard (Albeit 
Not Technically a PCI Standard) for Encrypting PIN Numbers on PIN Debit 
Transactions Between the Point of Entry and the Card Issuer
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PCI DSS: What It Means for 
Your Business
 ¸ƻǳǊ {ƛǘŜǎ ό!ƴŘ !ƭƭ ǘƘŜ /ƻƳǇƻƴŜƴǘǎ ƛƴ ¸ƻǳǊ {ƛǘŜΩǎ tŀȅƳŜƴǘ tǊƻŎŜǎǎƛƴƎ {ȅǎǘŜƳǎύ aǳǎǘ .Ŝ t/L 

DSS Compliant Today
‣ Requirement of the Five Card Brands, Which Contractually Pass That Responsibility to Acquirers 

(and, for Some of Us, Their Brands) Who Then Contractually Pass That Responsibility to Individual 
Merchants

‣ PCI DSS Compliance Has Been a Requirement of Everyone in the Payment Processing Chain Since the 
Moment It Was Promulgated

‣ tŜǊƘŀǇǎ {ŀƛŘ .Ŝǎǘ .ȅ !ƳŜǊƛŎŀƴ 9ȄǇǊŜǎǎΥ ά{ƛƴŎŜ Lǘǎ LƴǘǊƻŘǳŎǘƛƻƴ Lƴ нллнΣ ¢ƘŜ 5ŀǘŀ {ŜŎǳǊƛǘȅ hǇŜǊŀǘƛƴƎ tƻƭƛŎȅ Iŀǎ 
!ǇǇƭƛŜŘ ¢ƻ ¸ƻǳǊ .ǳǎƛƴŜǎǎ ¦ƴŘŜǊ hǳǊ /ŀǊŘ !ŎŎŜǇǘŀƴŎŜ !ƎǊŜŜƳŜƴǘέ

‣ Source: https://www209.americanexpress.com/merchant/singlevoice/dsw/FrontServlet?request_type=dsw&pg_nm=faq

‣ hǊ ±ƛǎŀΥ άaŀƴŘŀǘŜŘ {ƛƴŎŜ WǳƴŜ нллмΣ ±ƛǎŀΩǎ /L{t Lǎ LƴǘŜƴŘŜŘ ¢ƻ tǊƻǘŜŎǘ ±ƛǎŀ /ŀǊŘƘƻƭŘŜǊ 5ŀǘŀτwherever It 
wŜǎƛŘŜǎέ

‣ Source: http://usa.visa.com/download/merchants/cisp_overview.pdf

 t/L 5{{ /ƻƳǇƭƛŀƴŎŜ LǎƴΩǘ Wǳǎǘ !ōƻǳǘ ǘƘŜ /ƻƳǇƻƴŜƴǘǎ ƻŦ ¸ƻǳǊ {ƛǘŜΩǎ tŀȅƳŜƴǘ tǊƻŎŜǎǎƛƴƎ 
SystemsτMuch More Difficult is That You Need to Operate¢ƘƻǎŜ /ƻƳǇƻƴŜƴǘǎ ƛƴ ŀ άt/L 
/ƻƳǇƭƛŀƴǘ aŀƴƴŜǊέ

 Whole Workshops Are Held on The Implications of This; Need to Be Aware that Just Buying 
ǘƘŜ wƛƎƘǘ /ƻƳǇƻƴŜƴǘǎ 5ƻŜǎ bƻǘ aŀƪŜ ¸ƻǳ t/L 5{{ /ƻƳǇƭƛŀƴǘ LŦ ¸ƻǳ 5ƻƴΩǘ hǇŜǊŀǘŜ ¢ƘŜƳ ƛƴ ŀ 
PCI Compliant Manner

 Action Item: Talk to Your IT Staff and All of Your Component Vendors to Understand How 
You Need to Operate Those Components to Do So in a PCI Compliant Manner

‣ Read the PCI DSS 1.2 Cover to Cover; Folks Are Often Surprised to See Some of the Things That Are 
Required
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PCI PA-DSS: What It Means for Your 
Business
 All* of Your Payment Applications Must Be PCI PA-DSS Compliant by 1 July 

2010 
‣ This is a Visa Mandate (Phase V of 23 October 2007 Mandate); No Other 

Brand Is Currently Requiring This
‣ * = Custom-Developed Payment Applications Are Not Required to be PCI PA-DSS 

Compliant by VisaτBut You Still Need to Be Overall PCI DSS Compliant (Which 
Would Be Difficult/Impossible If Your Payment Applications Are Not PCI PA-DSS 
Compliant)

 Action Item: Talk to Your POS, Payment Terminal, Site Controller, and 
Other Payment Application Vendors (And, If Applicable, Your Brands) to 
Find Out If You Are Running PCI PA-DSS Compliant Versions of Their 
Products and, If Not, Determine When Will They Be Available
‣ N.B.: There Are Several POSes for Various MOCs That Are Not Yet Available in 

a PCI PA-DSS Version.  Given that There is Less Than Six Months until the Visa 
Deadline, This Could Be a Significant Risk for Many in Our Industry

‣ Expect Installation and Other Resources to Be Very Constrained This YearτEngage 
Early and Get Commitments to Ensure You Can Meet the Deadlines!
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What Should I Do If I Won't Be 
PCI PA-DSS Compliant on 1 July 2010? 

 ±ƛǎŀΩǎ t/L t!-DSS Deadline is Holding at 1 July 2010 and Has Shown No 
Signs of Being Changed

 If You Will Not Be Compliant By This Date, May Want to Consider Using 
ǘƘŜ άtǊƛƻǊƛǘƛȊŜŘ !ǇǇǊƻŀŎƘ ŦƻǊ t/L 5{{ мΦнέ /ǊŜŀǘŜŘ ōȅ ǘƘŜ t/L {{/

 ¢ƘŜ tǊƛƻǊƛǘƛȊŜŘ !ǇǇǊƻŀŎƘ άProvides guidance that will help merchants 
identify how to reduce risk to card holder data as early on as possible in 
their compliance journeyΦέ

 Not a Substitute for Being Compliant, But Does Provide a Roadmap to 
Help Guide Which Activities Should Be Undertaken First

 More Information Can Be Found at 
https://www.pcisecuritystandards.org/education/prioritized.shtml

 Note That Your Brands or Acquirers May Have a Different View of What 
You Should Do If You Are Not PCI PA-DSS-Compliant on 1 July 2010
‣ Action Item: Begin the Dialog Early with Them and Be Prepared to Explain 

When/How You Will Become PCI PA-DSS Compliant
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TDES: What It Means for 
Your Business
 All POS PIN Entry Devices (PEDs) Must Be Running DUKPT TDES by 1 July 

2010 to Accept PIN Debit Transactions
‣ POS PEDs Are Further Subdivided into Two Groups

‣ Attended: Used in Presence of Store Employees, Almost Always Located Inside Storeτ
not Forecourt

‣ Most Common Examples: Indoor PINPad, Indoor Payment Terminal

‣ Unattended: Used in Locations and Situations Where an Employee is Not Present
‣ Most Common Examples: Kiosk (Vending Machines) Accepting Debit as Form of Payment, 

Automated Fuel Dispensers (AFDs, Which is Term Used by Payment Brands and PCI SSC)

‣ This is a Visa Mandate; No Other Brand Has Required This

 Action Item: Talk to Your PINPad, Payment Terminal, and AFD Vendors (And, 
If Applicable, Your Brands or Acquirers) to Determine If Your POS PEDs Are 
Running DUKPT TDES Today and, If Not, Determine When Will They Be 
Available
‣ If Considering 3rd Party Solutions for Your AFDs, Ensure that Any Changes Made 

to Your Dispensers Will Meet All Necessary Non-Payment Related Standards & 
Regulatory Compliance (Such as U/L and Weights & Measures)

‣ Also Clarify & Consider Implications of Any Changes to Your Warrantee & Maintenance 
Agreements

‣!ƭǎƻΣ 9ƴǎǳǊŜ ¢Ƙŀǘ ǘƘŜ 5ŜǾƛŎŜ ƛǎ bƻǘ Wǳǎǘ ά¢59{ /ŀǇŀōƭŜέ .ǳǘ ƛǎ !Ŏǘǳŀƭƭȅ ¦ǎƛƴƎ ŀ 
TDES Key
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Update on Visa's TDES Mandate 
Announcements 
 ¢ƘŜǊŜ Iŀǎ .ŜŜƴ aǳŎƘ /ƻƴŦǳǎƛƻƴ ƛƴ ǘƘŜ LƴŘǳǎǘǊȅ !ōƻǳǘ ±ƛǎŀΩǎ ¢59{ aŀƴŘŀǘŜ ŀƴŘ ǘƘŜ 
ά/ƭŀǊƛŦƛŎŀǘƛƻƴέ ¢Ƙŀǘ ²ŀǎ LǎǎǳŜŘ ƛƴ !ǇǊƛƭ нллф

 IŜǊŜΩǎ ǘƘŜ {ƛǘǳŀǘƛƻƴ
‣ The Deadline for Being TDES Compliant Has Not Changedfor Attended POS PEDs (i.e., PINPads) or 

Unattended POS PEDs (i.e., AFDs)
‣ ²Ƙŀǘ Iŀǎ /ƘŀƴƎŜŘ ό{ƻƳŜǿƘŀǘύ ƛǎ ±ƛǎŀΩǎ {ǘŀƴŎŜ ƻƴ ²Ƙŀǘ IŀǇǇŜƴǎ LŦ ¸ƻǳ !ǊŜ bƻǘ /ƻƳǇƭƛŀƴǘ ƻƴ м Wǳƭȅ 

2010

 Visa Announced That Acquirers/Merchants Can Be Fined if Not Using TDES at Attended POS 
PEDs on 1 July 2010

‣ In Addition, If a PIN Breach Occurs at an Attended PED after 1 July 2010 at a Site Not Using TDES, the 
!ŎǉǳƛǊŜǊκaŜǊŎƘŀƴǘ CŀŎŜǎ άLƴŎǊŜŀǎŜŘ [ƛŀōƛƭƛǘȅέ 

‣ This Did Not Change at All

 Visa Announced That Acquirers/Merchants Will Not Be Fined at This Timeif Not Using TDES 
at Unattended POS PEDs on 1 July 2010 as Long As They Are Using DUKPT Single Data 
Encryption Standard (SDES) Encryption

‣ However, If a PIN Breach Occurs at an Unattended PED after 1 July 2010 at a Site Not Using TDES, 
ǘƘŜ !ŎǉǳƛǊŜǊκaŜǊŎƘŀƴǘ {ǘƛƭƭ CŀŎŜǎ άLƴŎǊŜŀǎŜŘ [ƛŀōƛƭƛǘȅέ

‣ Visa Announced that Fines Would Commence at Some Point, But that Date is Still To Be Determined

 Lƴ wŜǎǇƻƴǎŜ ǘƻ ¢Ƙƛǎ άLƴŎǊŜŀǎŜŘ [ƛŀōƛƭƛǘȅέ ǘƘŀǘ ²ƻǳƭŘ !ŎŎǊǳŜ !ŦǘŜǊ м Wǳƭȅ нлмлΣ aŀƴȅ 
Acquirers and Brands Are Mandating Compliance at Both Attended POS PEDs and 
Unattended POS PEDs Regardless of Whether Visa Would Be Issuing Fines

 Action Item: Discuss Frankly with your Acquirer/Brand Their TDES Expectations and What 
They Plan on Doing If Sites Are Not TDES Compliant by 1 July 2010
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²Ƙŀǘ {ƘƻǳƭŘ L 5ƻ LŦ L ²ƻƴΩǘ .Ŝ ¢59{ 
Compliant at My AFDs on 1 July 2010?

 Two Options
‣Continue to Accept PIN Debit, Albeit with Increased 

Liability in the Case of a Breach
‣Some Brands Will Not Allow This, Either for Liability or Business 

Risk Reason
‣Typically Where PIN Debit Plays a Significant Role as a Form of 

Payment or Ties Into Existing Card Marketing Programs

‣Action: Talk To Your Brand and See If Continuing to Accept PIN 
Debit without TDES is Even an Option

‣Turn Off PIN Debit and Accept (Most) Debit Cards using 
¢ƘŜƛǊ ά{ƛƎƴŀǘǳǊŜ 5Ŝōƛǘέ /ŀǇŀōƛƭƛǘƛŜǎ
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PIN Debit: Voice of the Consumer
 54% of Consumers Prefer PIN Debit

 Issuers are Incentivizing for Signature 
Debit and Penalizing PIN Use

 Most Debit Cards Are Signature Debit 
Capable (But This Varies by Region)

 Be Careful Betting Against Consumer 
Preference

Projected Change in Payments

Source: First Data Corporation 2008

Source: NACS
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PIN Debit: Where Are Costs Going?

15% CAGR

1% CAGR

3% CAGR

-8% CAGR
PIN Debit and Offline (Signature) Debit Prices Will Converge by 2011

Source: Federal Reserve Bank of Kansas City

Source: NACS



Copyright 2010 W. Capra Consulting Group, Inc.  All Rights Reserved. 14

What Tough Questions Should I Be 
Asking My Vendors? 
 Payment Application Vendor

‣ Is My MOC-Specific Version of POS PCI PA-DSS Validated?
‣ Has The Method of Remote Access Used to Support POS Systems Been PCI 

DSS Validated?
‣ Does Each Instance of My POS Have Unique User IDs and Passwords for 

Remote Support?  If So, How are IDs Added, Managed, and Removed?
‣5ƻŜǎ aȅ th{ [ƻƎ 9ŀŎƘ ŀƴŘ 9ǾŜǊȅ {ȅǎǘŜƳ !ŎŎŜǎǎΚ  LƴŎƭǳŘƛƴƎ άǊƻƻǘέ ƻǊ 
ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ !ŎŎŜǎǎ 5ǳǊƛƴƎ LƴŦǊŜǉǳŜƴǘ !ŎǘƛǾƛǘƛŜǎ [ƛƪŜ h{ ¦ǇƎǊŀŘŜǎΚ

‣ How Can I Review the Log Files from My POS?
‣ How Does My POS Support a Segmented Site LAN Architecture?

 Network Provider
‣ How Are Unique User IDs and Passwords Managed on Each Network Endpoint 

(e.g., DSL Router, VSAT CPE, etc.)?
‣ Does My POS Log Each and Every System Access to On-Site Network 

Components?
‣ Who is Reviewing Logs from On-Site Network  Equipment (Such as Firewalls 

and IDPs)?
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Legislative Updates from the Field

 Nevada State Law Took Effect 1 January 2010 Specifically 
Requiring PCI DSS Compliance of All Nevada Merchants
‣IƻǿŜǾŜǊΣ !ƭǎƻ LƴŎƭǳŘŜǎ ŀ ά{ŀŦŜ IŀǊōƻǊέ tǊƻǾƛǎƛƻƴ

 Other States Are Considering Similar Legislation, Which Could 
[ŜŀŘ ǘƻ ŀ άtŀǘŎƘǿƻǊƪέ ƻŦ [ŀǿǎ ŀƴŘ wŜƎǳƭŀǘƛƻƴǎ ŦƻǊ aǳƭǘƛ-
State Marketers
‣ In November 2009, in a Policy Shift the Federal Reserve Signaled that 

Data Security for Electronic Payments is Within Their Scope

 Action Item: Be on the Lookout for Additional State and 
Federal Legislation, and Let Your Elected Officials Know the 
Impacts on Your Business That Such Legislation Could Have
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Update on MOC PCI Programs, 
Requirements, and Software Availability 

 Please Contact the Presenter for a Copy of the 
Presentation with This Information

Unofficial; Contact Your Brand Representatives for More Information
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PCI Experiences and Best Practices at 
Pester Marketing

Karl Moran

IT Manager, Pester Marketing
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Required Store PCI Upgrades 

 POS
‣VeriFone Sapphire platform

‣Pin Pad upgrades 

‣Viper Payment platform

‣PCI software upgrades

 Store Network
‣Hughes Network 

‣Fort iGATE Firewall Device

‣Implement Strong Access controls
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Required Corporate PCI upgrades

 Corporate Network

‣VPN/Firewall Cisco upgrades

‣Maintain an Information Security Policy

‣Implement strong access control measures

‣Daily monitoring of networks
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Total Cost of PCI

 POS ςSapphire Upgrades: $250,000

 Pin Pad upgrades: $21,000

 Hughes Network: $120,000 (1 year. Installation and 
service fees)

 Software upgrades to PCI software: $24,000

 Fort iGATE upgrades: $56,000 (1 year. Installation 
and service fees)

 VeriFone Viper upgrade: $50,000 (estimated)

 Corporate Network upgrades $10,000

 Dispenser & Debit Upgrades $460,000
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Final Thoughts: A Battle is Upon Us

 9ǾŜǊȅƻƴŜ ƛƴ tŜǘǊƻ ²ŀǎ /ŀǳƎƘǘ ŀ .ƛǘ άhŦŦ DǳŀǊŘέ ƛƴ ǘƘŜ CƛǊǎǘ 
Modern Battle for Payment Securityτthe Result of Which 
Was PCI DSS
‣[ƛƪŜƴ ǘƻ ŀ ά{ǳǊǇǊƛǎŜ !ǘǘŀŎƪέτand the Entire Petro Industry Was 
ά/ŀǇǘǳǊŜŘέ ŀƴŘ ƛǎ bƻǿ .ŜƛƴƎ IŜƭŘ ŀǎ ŀ άtǊƛǎƻƴŜǊ ƻŦ όt/Lύ ²ŀǊέ

 My Contention: The Next Battle for Payment Security is 
Getting Underway Now

 As an Industry, Do We Want to:
‣Engage in the Good Fight and Help to Influence the Outcome for 
9ǾŜǊȅƻƴŜΩǎ .ŜƴŜŦƛǘΣ ƻǊ

‣Be Taken Prisoner Yet Again At Some Point in the Not-Too-Distant 
Future?
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Final Thoughts: Becoming Involved

 NACS, PCATS, and SIGMA Are Long-Established Entities that Are Providing PCI Leadership and 
Influence on Behalf of the Petro Industry 

‣ In October 2009 PCATS Launched a Data Security Working Group 
‣ ASC X9 and the Merchant Advisory Group (MAG) are Already Advancing the Development of New 
{ŜŎǳǊƛǘȅ {ǘŀƴŘŀǊŘǎ ¢ƘǊƻǳƎƘ ǘƘŜ ά{ŜƴǎƛǘƛǾŜ /ŀǊŘ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ .ŜǘǿŜŜƴ 5ŜǾƛŎŜ ŀƴŘ !ŎǉǳƛǊƛƴƎ 
{ȅǎǘŜƳέ LƴƛǘƛŀǘƛǾŜ

‣ The Secure POS Vendor Alliance (SPVA) Was Launched in Spring 2009 with an End to End Encryption 
Working Group 

 Key is to Actively Collaborate, Align Our Efforts, and Thereby Maximize Our Collective Power
‣ If We Align All of Our Organizations, Our Efforts Will Be MagnifiedτSince Many of Our 

Requirements and Constraints Are Very Similar
‣ We Can Do ThisτLook at the Collaboration that Has Come about with Consumer Petitions Against 

Swipe Fees

 If We Do Not Shape Our Future, Something/Someone Else Willτand If PCI DSS Has Been Any 
LƴŘƛŎŀǘƛƻƴΣ ²Ŝ tǊƻōŀōƭȅ ²ƻƴΩǘ [ƛƪŜ Lǘ

 What You Can Do Tomorrow to Help
‣ Identify a Resourcewithin Your Organization to Lead Participation in Industry-Wide PCI Activities 
‣ Engage with NACS, PCATS, PCI SSC, or Another OrganizationWorking on Industry-Wide PCI 

Activities to Ensure Your Needs are Represented and Contribute to Their Work
‣ Discuss Industry-Wide PCI Activitieswith Your Brands, Acquirers, and POS/PINPad/Dispenser 

Vendors and Understand Their Strategies & Plans
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Questions

Jim Huguelet

Payment Architect

The W. Capra Consulting Group

jhuguelet@wcapra.com

847.867.8706

www.wcapra.com

mailto:jhuguelet@wcapra.com

